Gravesham Borough Council

Surveillance Policy

1 Background to the Relevant Acts

1.1 By law, it is the responsibility of all public bodies to comply fully with the requirements of the Human Rights Act 1998 (‘HRA’), which came into force on 2 October 2000. The HRA makes rights protected by the European Convention on Human rights (‘ECHR’) part of UK domestic law. The Regulation of Investigatory Powers Act 2000 (‘RIPA’) was enacted in order to give a clear statutory framework for the operation of certain intrusive investigative techniques, to provide for compliance with the HRA. RIPA also provides for the appointment of independent Surveillance Commissioners to oversee the exercise by public authorities of their powers and duties under the act.

1.2 The purpose of RIPA is to regulate the “interception of communications, the acquisition and disclosure of data relating to communications, the carrying out of surveillance, the use of covert human intelligence sources and the acquisition of the means by which electronic data protected by encryption or passwords may be decrypted or accessed”.

1.3 Essentially RIPA requires the following human rights principles to be complied with for investigatory work:-

· is the proposed action lawful?

· is the proposed action proportionate?

· is the proposed action necessary?

· is the proposed action non-discriminatory?

1.4 The Home Office has published four statutory Codes of Practice, which are mandatory under the terms of the Act (Part IV, para 75(1), covering:-

· use of covert surveillance

· use of covert human intelligence sources

· interception of communications and accessing communications data

· investigation of electronic data protected by encryption

1.5 RIPA and DSS circular F9/2000 state that all public authorities (including local authorities) are required to comply with the Codes.

1.6 The codes of practice which have the most significant impact on the activities of officers at Gravesham Borough Council (‘GBC’), are the Code of Practice on Covert Surveillance and the Code of Practice on the use of covert human intelligence sources. For any covert surveillance to be lawful, RIPA must be complied with

1.7 The codes of practice are listed in the Schedule and the Code of Practice on Covert Surveillance is set out in full in Annex 1.

2 Code of Practice for the use of Covert Surveillance
2.1 The use of directed surveillance or covert human intelligence sources for a particular investigation must be subject to prior authorisation by an officer of a rank or position at least as senior as is specified in Regulations made under RIPA. For GBC these officers are as follows:

· Senior RIPA Officer: Mike Hayley (as Monitoring Officer)

· CHIS Officer: Jim Wintour (as Head of Paid Service) or in his absence Glyn Thomson

· Authorising Officers: Nick Brown, Bill Williams, Mike Bytheway, Sarah Kilkie

These appointments have been made to comply with the requirements of the Regulation of Investigatory Powers (Prescription of Offices, Ranks and Positions) Order 2000. These powers must be exercised personally and cannot be delegated.

2.2 Under RIPA directed surveillance is, in essence, any activity undertaken covertly for the purpose of a specific investigation in such a way that it is likely to result in obtaining private information about a person. It does not include surveillance in relation to anything taking place inside residential premises or in any private vehicle, where the person undertaking the surveillance is in the premises or vehicle, or where the use of technology etc permits the person doing the surveillance to be at some remove from the premises or vehicle. This is classed as intrusive surveillance which local authorities are not authorised under RIPA to undertake.

2.3 A covert human intelligence source is effectively an inside informant or undercover officer, i.e. someone who develops or maintains their relationship with the surveillance target, having the covert purpose of obtaining or accessing information for the investigator. It is the Council’s policy not to use covert human intelligence sources.

2.4 The use of directed surveillance may only be authorised if the authorising officer is satisfied that:

· the action is necessary (in a democratic society) on one or more of the following grounds:

· in the interests of national security

· for the prevention or detection of crime or the prevention of disorder

· in the interests of the economic well-being of the UK

· in the interests of public safety

· for the protection of public heath

· for the purpose of assessing or collecting any tax, levy or other imposition, contribution or charge payable to a government department

· the surveillance is proportionate - the HRA defines a measure or action as proportionate if it:

· impairs as little as possible the rights and freedoms (of the individual concerned and of innocent third parties)

· is carefully designed to meet the objectives in question

· is not arbitrary, unfair or based on irrational considerations.

2.5 DSS circular F9/2000 is clear that any surveillance involved in a case, even if it does not form part of an eventual prosecution case, will be deemed unlawful if not properly authorised and could lead to a challenge against the whole case under Article 8 of the ECHR.

2.6 The requirements of the RIPA and the HRA impact on all officers of the Council who undertake investigatory or enforcement activities, including Housing Benefits, Health, Planning and Internal Audit. The Council has adopted the Codes of Practice which are mandatory under the Act, and the following procedures should be adhered to in the conduct of any covert surveillance.

3 Procedures for Conducting Surveillance
3.1 The Police have simplified RIPA by using the acronym “PLAN”, i.e. covert surveillance must be proportional, lawful, authorised and necessary:

· proportional (not using a sledgehammer to crack a nut)

· lawful (in accordance with legislation and the legality of the investigatory activity

· authorised (by a duly authorised person)

· necessary (having first considered all alternatives).

3.2 For any covert surveillance to be lawful, records must be sufficient to prove that RIPA has been complied with. All procedures relating to covert surveillance must be documented on standard forms. The latest versions of the forms are set out in Annex 2 and can be downloaded from the Government website on the internet www.homeoffice.gov.uk/ripa/ripact.htm.
3.3 Covert surveillance carried out by an officer of the Council should be subject to prior authorisation by the officer specified in paragraph 2.1 above. It should not be authorised by an officer directly involved in the investigation so that there is independent review of whether the surveillance is necessary and proportionate.
3.4 Application for authorisation should be made in writing on the appropriate form in all cases and these should include full details of the proposed surveillance and the duration. The application must include full details of:

· the grounds on which the action is necessary
· why the action is proportionate to what it seeks to achieve (there must be a clear indication of what alternative methods were considered for obtaining the information required and why these were rejected)

· the person(s) to be subject to the action

· the action to be authorised (i.e. observation/following and reference to any premises/vehicles involved and whether private/public, residential/business

· an account of the investigation/operation

· the information which is sought from the action

· the potential for collateral intrusion and a plan to minimise this potential (i.e. the potential impact on other people not involved in the action)

· the likelihood of acquiring any confidential/religious material (medical records, financial records, legal documents etc.).

3.5 A higher level of care is required in respect of confidential/religious material. In all such cases advice should be obtained from the Senior RIPA Officer.

3.6 Where surveillance is reactive (i.e. an immediate response to an immediate situation) this must be documented within reasonable time of the surveillance, normally within three days.

3.7 The authorising officer must consider whether the proposed surveillance is proportionate, lawful, necessary and non-discriminatory. The criteria for surveillance (as set out in para 2.4 above) is listed on the application forms. If the proposed surveillance cannot be embraced within the criteria, it should not be undertaken.

3.8 Surveillance activity must be proportionate to the offence under investigation.  For example, suspected theft from the workplace may merit surveillance at work but not at the person’s home. The length of the investigation also needs to be proportionate.

3.9 The appropriate course of action must then be decided in terms of the type of surveillance and hence the appropriate form/course of activity:

· directed surveillance

· intrusive surveillance - not to be undertaken by local authority

3.10 Intrusive surveillance is only allowed for ‘serious’ crimes. The police can only obtain authorisation for intrusive surveillance from the Surveillance Commissioners and it is not likely that such authorisation would extend to investigations conducted by local authorities.

3.11 Any surveillance should have a dedicated log-sheet for officers’ use. The logsheet should be kept in chronological order detailing who is on the surveillance, where it is and what happens. Where notes cannot be written up at the time of surveillance, it should be completed as soon as possible afterwards.

3.12 All alterations if the log sheet should be crossed through and initialled and then the corrected material written to the side in the normal manner. Correction fluid should not be used at any time. Completion of the log should ensure that no empty lines are left where additional information could be written in at a later date. These logs could be used in the event of criminal prosecutions and should be kept correctly, signed as true statements, and secure at all times.
3.13 In all cases there is a duty of care to those under surveillance. All details and approvals must be kept strictly confidential. The privacy of individuals must not be put at risk and unnecessary information should not be documented, i.e. if the observed person was incidentally observed in a private context such as an extra-marital affair.

3.14 Where photographs or videos are taken, then a photographic log needs to be maintained and all negatives retained. Technology is available to alter photographs and the logs are important to prove the originality of the photographs/videos.

3.15 Log sheets should be kept locked with the rest of the supporting documents for a period of six years.

3.16 All authorisations are to be forwarded to the Senior RIPA Officer and logged to facilitate independent examination by the Surveillance Commissioners.
3.17 Time limits should be placed on any authorisation for surveillance. In all cases written ‘Authorities’ last for three months and then must be renewed if that is deemed necessary and provided they meet the requirement for authorisation.  Authorisations should be cancelled as soon as they are considered to be no longer necessary or appropriate. Forms are available for the cancellation and the renewal of surveillance as required.
4 Guidance Notes regarding Surveillance
4.1 Types of Surveillance
4.1.1 There are different types of surveillance:-
· general surveillance (not directed at an individual)

· covert surveillance (directed/intrusive)

RIPA authorisation is not required for all surveillance. It only applies to covert surveillance. However, it is the Council’s policy that the authorisation procedure should be followed in all cases to ensure that appropriate consideration is given to the appropriateness of the proposed course of conduct.

4.2 Surveillance
4.2.1 Surveillance plays a necessary part in modern life. It is used not just in the targeting of criminals, but as a means of protecting the public from harm and preventing crime.

4.2.2 General observation forms part of the duties of many law enforcement officers and other public bodies. An Environmental Health Officer, for instance, might covertly observe and then visit a ship as part of their enforcement function to verify the storage conditions of food. Such observations may involve the use of equipment to merely reinforce normal sensory perception, such as binoculars, or the use of cameras, where this does not involve systematic surveillance of an individual. It forms part of the everyday functions of law enforcement or other public bodies. The low level activity will not usually be regulated under the provisions of RIPA, which refers to Covert Surveillance only.

4.3 Covert Surveillance
4.3.1 In terms of RIPA the following definitions apply.

4.3.1.1 An action is defined as covert “if, and only if, it is carried out in a manner that is calculated to ensure that the persons who are subject to surveillance are unaware that it is or may be taking place”.

4.3.1.2 Surveillance is defined as including:

· monitoring, observing, listening to persons, their movements, their conversations or their other activities, or

· recording anything monitored, observed or listened to in the course of surveillance, and

· surveillance by or with the assistance of a surveillance device.

4.3.2 In terms of RIPA, surveillance can be either ‘directed’ or ‘intrusive’.

4.3.3 An authorisation will provide lawful authority for a public authority to carry out covert surveillance. A covert surveillance operation will not always require an authorisation. However, authorisation is required where the purpose of the covert surveillance (wherever it takes place) is to obtain private information about a person, whether or not that person is the target of the investigation or operation.

4.3.4 Directed Surveillance
4.3.4.1 Surveillance is directed if it is covert, but not intrusive and is undertaken:

· for the purpose of a specific investigation or operation

· in such a manner as is likely to result in the obtaining of private information about a person (i.e. any information about a person’s family or private life)

· otherwise than by way of an immediate response to events or circumstances the nature of which is such that it would not be reasonably practical for an authorisation under this part to be sought for the carrying out of the surveillance.

The key issue in directed surveillance is the targeting of an individual with the intention of gaining private information.

4.3.4.2 RIPA does not cater for the use of covert CCTV surveillance systems, as members of the public are aware that such systems exist. General use of CCTV does not require authorisation. However, if CCTV is utilised for a covert pre-planned operation to follow an individual already identified, then an authority should be sought for directed surveillance. The Council has adopted a separate code of practice relating to the use of its CCTV facilities.

4.3.5 .Intrusive Surveillance
4.3.5.1 Intrusive surveillance can only be carried out with the approval of the Surveillance Commissioners as it should only relate to an investigation re serious crime and thus being dealt with by the police.

4.3.5.2 Covert surveillance is intrusive if it:-

· is carried out in relation to anything taking place on any residential premises or in any private vehicle

· involves the presence of an individual on the premises or in the vehicle or its carried out by means of a surveillance device (i.e. any apparatus designed or adapted for use in surveillance and will include cameras, tape recorders, etc.).

4.3.5.3 However, surveillance carried out in relation to residential premises by use of a device (i.e. a camera) which is not in or on the premises is not intrusive (although it will be directed) unless it is of the same quality of information as would be obtained if the equipment was in the premises.

4.4 Examples of Behaviour which is not surveillance
· a visit by an authorised member of staff who announces the reason for their visit and requests entry to the premises

· any information obtained as a result of questions to the resident is not covert surveillance

· any information obtained as a result of observation in the part of premises to which the officer is invited is not covert surveillance

· any information obtained as a result of a request to make an inspection would not be covert surveillance

· the recording of a telephone conversation with the agreement of the other party

· going into residential premises to take action to address an immediate nuisance is not covert surveillance (it might breach Article 8 but would come within the permitted derogations provided the action could be shown to be proportionate to the harm being caused).

4.5 Behaviour which could amount to both covert and intrusive surveillance

· going onto residential property in the absence of the occupier and looking through windows, in the dustbin, at the contents of a shed etc.

4.6 Surveillance which is not intrusive

· any surveillance on business premises or vehicles for business use.
4.7 Use of Covert Human Intelligence Sources
4.7.1 A person is a covert human intelligence source if he/she:

· establishes or maintains a relationship with a person either to use the relationship to obtain information or discloses information obtained as a result of such a relationship

· the surveillance is covert if and only if it is carried on in a manner calculated to ensure that the persons subject to the surveillance are unaware that it is taking place.

4.7.2 The circumstances in which the Council could be considered to be using a covert human intelligence source is where a neighbour is requested to provide information about a neighbour and information is obtained not by personal observation as in the case of neighbour nuisance, but is information obtained through conversation with the neighbour under investigation such as personal relationships. This means that asking a neighbour for information regarding who is living in a property and the relationship between the parties would be using that person as a covert human intelligence source, which would need special authorisation.

4.7.3 Asking a neighbour to keep records of nuisance suffered by the neighbour would not be using a covert human intelligence source because the neighbour would not be relying on a relationship with the person under investigation to obtain information.

4.7.4 It is the Council’s policy not to use covert human intelligence sources.

Schedule

The four Home Office codes of practice are as follows:

Covert Surveillance Code of Practice (1 November 2005)

This code applies to every authorisation of covert surveillance or of entry on or interference with property or with wireless telegraphy carried out under section 5 of the Intelligence Services Act 1994, Part III of the Police Act 1997 or Part II of the Regulation of Investigatory Powers Act 2000 by public authorities. This code is set out in full in Annex 1.

Covert Human Intelligence Code of Practice (26 September 2005)

This code applies to every authorisation of the use or conduct by public authorities of covert human intelligence sources carried out under Part II of the Regulation of

Investigatory Powers Act 2000. 

Interception of Communications Code of Practice (24 November 2005)

This code of practice relates to the powers and duties conferred or imposed under Chapter 1 of Part I of the Regulation of Investigatory Powers Act 2000 (‘the Act’). It provides guidance on the procedures that must be followed before interception of communications can take place under those provisions.

Acquisition and disclosure of communications data revised draft code of practice (10 March 2005)

This code of practice relates to the powers and duties conferred or imposed under Chapter II of Part I of the Regulation of Investigatory Powers Act 2000 (‘the Act’). It provides guidance on the procedures to be followed when acquisition of communications data takes place under those provisions.
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